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Abstract: In 2003, new criminal legislation came into force in Bosnia and Herzegovina. It is
established on the basis of international standards, legal traditions, domestic and foreign legal
theories and court practices, but also according to the needs of criminal policy. Of the four
criminal laws (Bosnia and Herzegovina, the Federation of BiH, the Brcko District of Bosnia
and Herzegovina and the Republic of Srpska) with numerous novelties, in 2017, the Republic
of Srpska passed a completely new Criminal Code. This Code, starting with international
obligations, in the first place the Convention on Cybercrime (Budapest) (2003), establishes a
system of criminal offenses against the security of computer data, with a system of criminal
responsibility and sanctions for natural and legal parties as well as the perpetrators of these
criminal offenses. The concept, elements, characteristics and forms of computer crimes in the
new legislation of the Republic of Srpska are discussed in this paper.
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1. Introduction

hapter XXXII of the Criminal Code of the Republic of Srpska** under title ,,Criminal
offences against security of computer data* stipulates several criminal offences of this
kind called computer, information or high-tech criminal offences.

Object of protection of these crimes is security of computer (information) data and systems,
that is of computer network (Jovasevi¢, Ikanovi¢, 2012: 185-194). Today, it is common that the
concept of computer crime includes these criminal offences. Aside from that, these criminal
offences may also be called hi-tech crimes. This concept understands commission of criminal
offences which have computers, computer networks, computer data, computer systems, and
their products in material or electronic form, as objects or means of commission of criminal
offences. This is a crime which very quickly and easily changes its shapes and forms of
expression, boundaries between the states, and the type of damaged person (Jovasevic,
Mitrovi¢, Ikanovi¢, 2018: 722-733).
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2. Damaging computer data and programmes

This is the first computer crime stipulated under Article 407 of the Criminal Code. It consists
of unauthorized deletion, alteration, damage, concealement or otherwise making unusable a
computer data or programme (Petrovi¢, Jovasevi¢, 2005: 278-285).

Object of protection is security of computer data or computer programme, and object of attack
is: a) computer data or b) computer programme.

Execution has multiple alternative determinations.
The perpetrator of the crime may be any person, and the guilt requires intent.

A fine or sentence of imprisonment from six months to one year is prescribed for this crime.
The perpetrator shall be obligatory imposed a security measure of seizure of equipment and
devices used for commission of the criminal offence.

The first aggravated form of this crime, for which a sentence of six months to three years of
imprisonment is prescribed, exists if the action taken in the execution of the crime caused
damage amounting to over KM 10,000. The second aggravated form of this crime, for which a
sentence of one to five years of imprisonment is prescribed, exists if the action taken in the
execution of the crime caused material damage to another natural or legal person, amounting
over KM 50,000 which amount is established according to market conditions are a time of
commission of the criminal offence in question.

3. Computer sabotage

This crime is stipulated under Article 408 of the Criminal Code. It is committed by whoever
enters, destroys, deletes, alters, damages, conceals or otherwise makes unusable computer data
or programme or damages or destroys a computer or other device for electronic processing and
transfer of data, with intent to prevent or considerably disrupt the procedure of electronic
processing and transfer of data important for republic authorities, public services, institutions,
economic enterprises or other entities (Petrovi¢, Jovasevi¢, Ferhatovi¢, 2016: 428-438).

The action of execution is alternatively determined (Turkovic et al., 2013: 341-347).

Capacity of damaged person constitutes an element of criminal offence (Pordevi¢, 2011: 177-
182). It is required that a perpetrator, at a time of taking the action, has certain intention — to
prevent (completely and permanently) or considerably disrupt (makes it more difficult) the
procedure of electronic processing and transfer of data. It is not significant whether this
intention in the specific case has been achieved, but that it exists at a time the perpetrator is
taking the action of execution.

A sentence of imprisonment for a term of six months to five years is prescribed for this offence.
4. Generating and introducing computer viruses
This crime is stipulated under Article 409 of the Criminal Code and consists of generating a

computer viruse with intention of its introduction into somebody else's computer, computer or
telecommunication network (Babi¢, Markovi¢, 2007: 206-207).

747




Fourth international scientific conference ERAZ 2018

This crime is executed when generating — making previously non-existing computer virus
which is capable, sufficient or which may cause certain changes or damages in use and usability
of computers, computer or telecommunication network in its entirety or part of it (Pavisic,
Grozdani¢, Vei¢, 2007: 554-562). It is importatnt that the execution of this crime is taken with
intention (as subjective element) — intention to introduce such generated computer virus into
somebody else's computer, computer or telecommunication network. The perpetrator has to
have the intention at a time the action was taken, notwithstanding whether the intention has
been achieved in the specific case.

Perpetrator of the crime may be any person. As to the guilt a direct intent characterized by
mentioned intention is necessary.

A fine or sentence of imprisonment for a term of up to six months is prescribed. In addition to
the sentence, the perpetrator is obligatory imposed a security measure of seizure of equipment
or device used to commit the crime.

More aggravated form of this crime, for which a fine or sentence of imprisonment for a term of
two years is prescribed, exists if a computer virus is introduced, indirectly or directly, into
somebody else's computer or computer network, which, thereby causes damage (material or
non-material). Accordingly, the consequence of a criminal offence appears in form of violation
— damage caused to another natural or legal person, and even the whole state.

5. Computer fraud

This crime is stipulated under Article 410 of the Criminal Code. It consists of entering incorrect
data, failure to enter correct data or otherwise concealing or falsely representing data, thereby
affecting the results of electronic processing and transfer of data with intent to acquire for
himself or another person unlawful material gain and thus causing material damage to another
person (Mrvi¢ Petrovi¢, 2005: 321-325).

Object of protection is security of computer systems from entering incorrect and false data and
trust in those systems (Pordevi¢, Pordevi¢, 2016: 191-194).

Perpetrator of the crime may be any person, and as to the guilt a direct intent characterized by
mentioned intention is necessary. A fine or sentence of imprisonment for a term of up to three
years is prescribed for this crime.

Less aggravated form of crime, for which a fine or sentence of imprisonment for a term of up
to six months is prescribed, exists when a perpetrator committed a crime — concealing or false
presentation of data in the computer or computer network in a legally prescribed manner with
intention to cause damage to another person, that is to cause damage to another natural or legal
person (Lazarevi¢, Vuckovi¢, Vuckovié, 2004: 816-824). Malicious intention of the perpetrator
to cause material or non-material damage to another person is a privileged circumstance.

The first more aggravated form, for which a sentence of imprisonment for a term of one to eight
years is prescribed, exists when material gain (for perpetrator or another person) is acquired by
action taken to commit a crime in the amount of over BAM 10,000. The amount of acquired
material gain is a qualifying circumstance. It has to be in cause-and-effect connection with
action taken to commit a crime.
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The second form of more aggravated crime, for which a sentence of imprisonment for a term
of two to ten years is prescribed, exists if a perpetrator acquired illegal material gain by action
taken to commit a crime in the amount over BAM 30,000.

6. Unauthorized access to protected computers, computer networks, telecommunication
network and electronic data processing

The criminal offence set out in Article 411 of the Criminal Code consists of access to a computer
or computer network without authorization, or access to electronic data processing without
authorization by breaching of protection measures, or in making, obtaining, sale or giving for
use the instructions or means intended to enter into a computer system (Selinsek, 2007: 424-
427).

Object of protection is security of a computer or computer network, or system of electronic data
processing protected by a special technical and other protection measures (Simi¢, TreSnjev,
2010: 210-214).

Perpetrator of the crime may be any person having specific knowledge in the field of protection
of computers or computer systems. As to the guilt a direct intent is necessary.

A fine or a sentence of imprisonment for a term of up to six months is prescribed for this crime.

The first more aggravated form of this crime, for which a fine or a sentence of imprisonment
for a term of up to two years is prescribed, exists in case of recording or use of a computer data,
obtained by accessing somebody else's computer or computer network, or somebody else's
system of electronic data processing without authorization, given that it was done by breaching
of protection measures. The second more aggravated form of this crime, for which a sentence
of imprisonment for a term of up to three years is prescribed, exists if a accessing to somebody
else's computer or computer network, or somebody else's system of electronic data processing
without authorization by breaching protection measures: a) result in breach — suspension
(disabling) or considerately disruption (making more difficult) the functioning of electronic
processing and transfer of data or network, and b) results in other serious consequences. These
consequences are a result of negligence of a perpetrator and are in cause-and-effect connection
with taken action to commit a crime.

7. Preventing or restricting access to public computer network

This crime is stipulated under Article 412 of the Criminal Code. Object of protection is public
computer network and free access to it by individually undefined number of persons. Motive
of this incrimination is prevention of monopoly for using of public computer network (Petrovi¢,
Jovasevi¢, Ferhatovi¢, 2016: 428-437).

It is important that this action, in any of mentioned forms, is taken without authorization (by
unauthorized person, without complying with requirements and assumptions and out of the
proceedings prescribed under the law or other provisions regulating this field) in relation to

public computer network (Jovasevi¢, Ikanovi¢, 2012: 185-197).

Perpetrator of the crime may be any person, and as to the guilt, a direct intent is necessary.

A fine or sentence of imprisonment for a term of up to one year is prescribed for this crime.

749




Fourth international scientific conference ERAZ 2018

More aggravated form of this crime, for which a sentence of imprisonment for a term of up to
three years is prescribed, exists if the crime is committed by: a) a particular person - an official,
and b) in a specific manner - in discharge of his or her duty. Capacity of a perpetrator and
manner of its commission constitute qualifying circumstances.

8. Unauthorized use of computer or computer network

This crime is stipulated under Article 413 of the Criminal Code. The crime consists of use of a
computer services or computer networks without authorization and with intent to acquire
unlawful material gain for himself or another person (Jovasevi¢, Mitrovié, Ikanovi¢, 2017: 357-
367).

Object of protection is legality and conscientiousness in use of computer system — services or
network from all forms of abuse and negligence.

A perpetrator of crime may be any person, and as to the guilt a direct intent characterized by
mentioned intention is necessary.

A fine or sentence of imprisonment for a term of up to six months is prescribed for this crime.
Prosecution for this crime is conducted upon a proposal.

9. Conclusion

The Criminal Code recognizes several criminal offences, established on the basis of obligations
Bosnia and Herzegovina undertook by signing and ratifying of Budapest Convention on
Computer Crime. These are criminal offences against safety of computer data, and the title itself
of Head XXXII of the Code points out to the object of protection of these criminal offences. As
objects of attack various legal goods appear, as well as the commission consists of various
actions. Any person may appear as a perpetrator of these crimes, but in the practice these are
persons having specific, special knowledge in computers or field of information technologies.
These criminal offences, as a rule, are committed with intent, and in some cases, they are
expressed as direct intent — due to existence of a certain intention (greedy or malicious) of the
perpetrator at a time the crime was committed.
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